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Cybersecurity math falls into a category of mathematics called “discrete mathematics”.   To be 
successful at cybersecurity math, students need to first be proficient at college level algebra.   
 
For some students, it may have been a while since you have taken a course in college level 
algebra.  We don’t need all of college algebra, so this document is going to review only the 
concepts from college algebra that you will need to understand cybersecurity math. 
 
The reference textbook that we will be using for this refresher is an open source textbook: 

 
https://openstax.org/details/books/college-algebra 

 
OpenStax is a non-profit funded by the Bill and Melinda Gates Foundation that provides free 
peer-reviewed textbooks for college course.  They are now heavily used in the undergraduate 
math courses.  The previous link above is to their “OpenStax College Algebra” textbook.  (I will 
refer to it as OSCA going forward.) 
 
In this refresher, I’m only pulling out the subset of material that will directly be needed to save 
students the time of reviewing an entire textbook.  For each topic, I will paste relevant tables, 
summaries, etc. from the textbook.   
 
If this is enough to refresh your understanding, you are good to go and can move on.   
 
If you need more work on a specific topic, I provide the relevant section of the textbook which 
you will want to read through and work the example problems.   
 
If you still need more work on a specific topic, you may want to consider a private tutor.  This 
would be on your own at your own expense.  We cannot recommend nor arrange tutors. 
 
There are also some additional topics not covered in OSCA that will be covered here. 
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Real Numbers and Properties 

 
Purpose: In cybersecurity, we will be building closed mathematical systems.  It’s essential that 
we understand the hierarchy of real numbers and the subsets that make up real numbers.  It’s 
also essential that we understand the properties of real numbers.   
 
Source: OSCA, 1.1 Real Numbers: Algebra Essentials 
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Exponents 

 
Purpose: Exponents are heavily used in cybersecurity, both in actual algorithms and in 
mathematical proofs. Be sure you know them well! 

 
Source: OSCA, 1.2 Exponents and Scientific Notation 
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Roots 

 
Purpose: Roots are heavily used in cybersecurity, both in actual algorithms and in mathematical 
proofs. Be sure you know them well! 
 
Source: OSCA, 1.3 Radicals and Rational Exponents 
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Logarithms 

 
Purpose: Logarithms are heavily used in cybersecurity, both in actual algorithms and in 
mathematical proofs.  Pay close attention to the logarithmic properties.   Be sure you know 
them well! 
 
In math, log means the logarithm in base 10. 
 
In theoretical computer science, log means the logarithm in base 2. 
 
In programming languages, log often means the natural logarithm, that is,  
the logarithm in base e.   
 
Note that e is Euler’s Number approximately equal to 2.71828 and is derived as follows: 
 

 
 
Source: OSCA, 6.3 Logarithmic Functions 
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Source: OSCA, 6.5 Logarithmic Properties 
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Inverse Functions 

 
Purpose:  In cryptography, a lot of encryption and decryption algorithms are inverses of each 
other.  You need to understand the basic concepts of what makes a function invertible and that 
not all relations are functions and not all functions are invertible. 
 
Source: OSCA, 3.1 Functions and Function Notation 
 

 
 

 
 
Source: OSCA, 3.7 Inverse Functions 
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Solving Systems of Linear Equations 

 
Purpose:  In cryptography, we will need to be able to solve systems of linear equations.  One 
reason is to prepare us for solving systems of linear congruences in modulo prime using the 
Chinese Remainder Theorem.  Another area is to prepare us for quorum based secret sharing 
using Shamir’s Secret Sharing over a finite field in modulo prime. 
 
Source: OSCA, 7.2 Systems of Linear Equations: Three Variables 
 
Elimination - We can solve a system of three equations in three variables using elimination.  You 
can use this method for solving problems in class, however, most students will probably want 
to use an augmented matrix and a solver detailed in the next section.  An example is provided 
here just in case:  
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Source: OSCA, 7.6 Solving Systems with Gaussian Elimination 
 
For a system of equations, with n equations and n unknowns, we can write an augmented 

matrix and use a computer program called a solver to solve for the n unknowns.  One of the 

most popular is Gaussian Elimination.  While you may want to review the logic for Gaussian 

Elimination in the textbook, the main thing is to learn how to write a system of equations as an 

augmented matrix and put it into a solver to get the solution. 

 

            
 

Source: OSCA, 7.6 Solving Systems with Inverses 
 
In addition to Gaussian Elimination, another way is to use Inverses.   While you may want to 

review the logic for Inverses in the textbook, as mentioned above the main thing is to learn how 

to use an augmented matrix and a solver. 
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Quadratic Equations and Functions 

 
Purpose:  In cryptography, we will use closed mathematical systems involving squares and 
square roots.  We need to first have an understanding of quadratic equations in the real 
number system, and pay especially close attention to the relationship between factoring and 
finding roots. 
 
Source: OSCA, 2.5 Quadratic Equations 
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Source: OSCA, 5.1 Quadratic Functions 
 

 
 

 
 

• The graph of a quadratic is a parabola. 

 

• The x-intercepts are the roots (but not 

necessarily square roots). 

 

• If there are no x-intercepts (the parabola 

lies above the x axis), there are no roots.  Not 

every quadratic has roots. 

 

• If the axis of symmetry lies on the y axis, it 

is a square and has square roots (-r,0) and (+r,0) 
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Polynomial Division, Synthetic Division,  
Remainder Theorem, Fundamental Theorem of Algebra 

 
Purpose:  In cryptography, we will use polynomial division in various proofs.  It will also help us 
to understand how finding zeros (roots) and remainders (residues) relate to factoring. 
 
Source: OSCA, 5.4 Dividing Polynomials 
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Source: OSCA, 5.5 Zeros of Polynomial Functions 
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Sequences, Factorials, Arithmetic Sequences, Geometric Sequences, Series 

 
 
Purpose: We will have mathematical proofs based on various types of sequences.  Also, in 
cryptography, we will study collisions based on probability.  These topics are needed to 
understand collision probability. 
 
Source: OSCA, 9.1 Sequences and Their Notations 
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Source: OSCA, 9.2 Arithmetic Sequences 
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Source: OSCA, 9.3 Geometric Sequences 
 

 
 

 
 

 
 

Source: OSCA, 9.4 Series and Their Notations 
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Combinatorics: Combinations, Permutations, Pascal’s Triangle 

 
Purpose:  In cryptography, we will study collisions based on probability.  These topics are 
needed to understand collision probability. 
 
 
Source: OSCA, 9.1 Sequences and Their Notations 
 

 
 
Source: OSCA, 9.5 Counting Principles 
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Source: OSCA, 9.6 Binomial Theorem 
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Probability 

 
Purpose:  In cryptography, we will study collisions based on probability.   
 
Source: OSCA, 9.7 Probability 
 

 
 

 
 

 
 

 
 
 

 
 
  



Math Refresher for Cryptography W202  page 22 of 32  last updated 8/14/2018 

 
The following topics are not found in the OSCA textbook, but are mathematical topics 
covered in Computer Science classes that you will need to know before your first class. 

 

 

 

Binary and Hexadecimal Numbers 

 
Purpose:  In cybersecurity, binary numbers and hexadecimal numbers are heavily used. Be sure 
you know them well! 
 
Decimal Numbers – base 10 
 
We are used to numbers in base 10 aka decimal numbers, which uses are familiar digits of 0, 1, 
2, 3 ,4, 5, 6, 7, 8, 9.  Other systems we need to be familiar with are binary numbers and 
hexadecimal numbers. 
 
Binary Numbers – base 2 
 
Numbers in base 2 are called binary numbers.  They consist of bits, short for binary digits, 
which are limited to the digits 0 and 1. 
 
Byte 
 
A byte is our typical grouping of 8 bits into 1 byte.   
 
Nibble (sometimes “Nybble”) 
 
A nibble is a less common grouping of 4 bits into 1 nibble.  1 nibble can be expresses as 1 digit 
in hexadecimal numbers, so it’s most common usage is for hexadecimal numbers. 
 
Powers of 2 
 
Powers of 2 are heavily used in binary numbers and in cybersecurity: 
 

212 211 210 29 28 27 26 25 24 23 22 21 20 
4096 2048 1024 512 256 128 64 32 16 8 4 2 1 
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Representation of a Binary Number 

 
We will use the powers of 2 that we just covered to help us understand the representation of a 
binary number.   
 

Least Significant Bit (LSB)   the right most bit with value 20  
(which is always 1) 

Most Significant Bit (MSB)   the left most bit with value 2𝑛−1  
where n is the number of bits 

 
Example for an 8 bit byte, here are the powers of 2 representation: 
 

MSB  LSB 

27 26 25 24 23 22 21 20 
128 64 32 16 8 4 2 1 

 
 
Converting a Binary to Decimal 
 
To convert a binary to a decimal: 

• use our powers of 2 

• start our counter at 0 

• loop through bits from MSB to LSB 
o If a bit is 1, add the power of 2 to our counter 
o If a bit is 0, do nothing 

 
Example for an 8 bit byte, convert 11010101 to decimal.  The following chart shows the powers 
of 2 and the bit pattern: 
 

MSB  LSB 

27 26 25 24 23 22 21 20 
128 64 32 16 8 4 2 1 

1 1 0 1 0 1 0 1 

 
 
Adding the powers of 2 where the bit is set to 1: 

128 + 64 + 16 + 4 + 1 = 213 
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Converting a Decimal to Binary 
 
Division by 2 Method – using integer division, divide the decimal number by 2.  The “div” will 
be the next integer and the “mod” will be the binary digit, starting with LSB.  Stop when the div 
is 0 in which the mod will be the MSB. 
 

Example: convert 213 from decimal to binary 
 

x x div 2 = next x x mod 2  

213 106 1 LSB 

106 53 0  

53 26 1  

26 13 0  

13 6 1  

6 3 0  

3 1 1  

1 0 1 MSB 

 
213 = 11010101 

 
 
Bitwise Operations 
 

AND     equals 1 if both bits are 1, else 0 
OR     equals 1 if ether bit is 1 or both bits are 1, else 0 
XOR (Exclusive OR)   equals 1 if 1 bit is 1 and the other bit is 0, 0 otherwise 

 

x 0 0 1 1 

y 0 1 0 1 

x AND y 0 0 0 1 

x OR y 0 1 1 1 

x XOR y 0 1 1 0 

 
 
X-bits for Keys and Block Sizes 
 
In cryptography, we typically speak in terms of bits for keys and block sizes.  Here are some 
common ones (compare this to our powers of 2): 
 

bits 4096 2048 1024 512 256 128 64 32 

bytes 512 256 128 64 32 16 8 4 
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Hexadecimal Numbers – base 16 
 
Numbers in base 16 are called hexadecimal numbers.  They consist of the familiar digits 0, 1, 2, 
3, 4, 5, 6, 7, 8, 9, plus the letters A = 10, B = 11, C = 12, D = 13, E = 14, F = 15.   As mentioned 
before, it’s common to represent a nibble (4 bits) using a hexadecimal digit.  A byte can be 
expressed as two hexadecimal digits, often called a “nibble pair”. 
 

Decimal Hexadecimal Binary 

0 0 0000 

1 1 0001 

2 2 0010 

3 3 0011 

4 4 0100 

5 5 0101 

6 6 0110 

7 7 0111 

8 8 1000 

9 9 1001 

10 A 1010 

11 B 1011 

12 C 1100 

13 D 1101 

14 E 1110 

15 F 1111 
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Primes 

 
Purpose:  In cybersecurity, prime numbers and relatively prime numbers are heavily used. Be 
sure you know them well! 
 
Divisor – an integer evenly divides another integer with no remainder 

(Note: the term divisor can also be used for any number being divided by, however in 
cryptography, we use the term divisor to mean an even divisor as stated above).   

 
Divides – we say that a divisor divides the other integer 

Example: 5 divides 10 (written as 5 | 10) because 10 / 5 = 2 R 0 
 
Prime Number 

• Greater than 1 
o 1 is NOT prime 

• Only divisors are 1 and itself 

• 2 is prime 
o 2 is the only even prime number 

• Checking if a number is prime is computationally easy. 
 
Fundamental Theorem of Arithmetic (FTA)  

• (some call it the Unique Factorization Theorem  
or the Unique Prime Factorization Theorem) 

• Every integer greater than 1 is either prime or is the product of a unique combination of 
prime numbers 

 
Greatest Common Divisor (gcd) 

• (some call it Greatest Common Factor) – the greatest or largest integer that evenly 
divides two integers. 

• Finding gcd is computationally easy (Euclidean gcd algorithm) 
 
Relatively Prime Numbers (aka co-primes)  

• gcd = 1   

• Relatively prime numbers do not have to be individually prime.   
o Example: 4 and 15 are relatively prime. 4 is NOT prime.  15 is NOT prime. 

• Checking if two numbers are relatively prime is computationally easy because we can 
use the Euclidean gcd algorithm mentioned above to see if gcd equal 1 
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Product of two prime numbers  

• is not prime 

• factors are the two prime numbers and 1 

• computationally easy to multiply two large prime numbers 

• computationally hard to factor the product of two large prime numbers 
o computationally intractable to factor large prime numbers begins around 512 

bits for the product but changes as computing power grows.  Most encryption 
schemes use 1024 or 2048 or 4096 bits for the product. 

• A common misconception is that all of cryptography is based on factoring a large prime 
number.  Factoring a prime number is obviously trivial: the prime number and 1.   Some 
(not all) asymmetrical cryptography is directly based on factoring the product of two 
large prime numbers. Other asymmetrical cryptography is based on the difficulty of 
finding quadratic residues in modulo of a product of primes, discrete logarithms in 
modulo prime, elliptic curve discrete logarithms in modulo prime, etc.  
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Modular Arithmetic 

 
Purpose:  In cybersecurity, modular arithmetic is heavily used. Be sure you know it well! 
 
Integer division 
 

• if x / n = a R b where x is positive 
o equivalent to 

▪ x (div n) = a 
▪ x (mod n) = b 

o n is the modulus, often said “in modulo n” 
o n must always be positive 
o anything (mod n) will only yield positive integers in the set { 0, …, n – 1 } 

 

• - x (mod n)  
o Note that x is negative  
o Remember n must always be positive 
o Start with -x  
o Add n to -x 
o If the result is positive, that is the answer 
o If the result is still negative, keep adding n until you get a positive answer, which 

will always be in the set { 0, …, n – 1} 
 
Examples: 
 
-9 (mod 3) = 0 

-8 (mod 3) = 1 

-7 (mod 3) = 2 

-6 (mod 3) = 0 

-5 (mod 3) = 1 

-4 (mod 3) = 2 

-3 (mod 3) = 0 

-2 (mod 3) = 1 

-1 (mod 3) = 2 

 0 (mod 3) = 0 

 1 (mod 3) = 1 

 2 (mod 3) = 2 

3 (mod 3) = 0 

4 (mod 3) = 1 

5 (mod 3) = 2 

6 (mod 3) = 0 

7 (mod 3) = 1 

8 (mod 3) = 2 

 
Note the “modulo 3” periodic pattern of residues: 0, 1, 2, 0, 1, 2, … 
 

Many Calculators Give the Wrong Answer for Negative Numbers in modulo! 

 

Try -8 (mod 3) on a Microsoft Windows calculator or Mac calculator.  It gives the wrong answer. 
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Congruence in Modulo 

 

The 3 line equal sign means congruence.  Even though the (mod n) is written at the end of the 

statement on the right side, it applies to both sides of the congruence. 

 

𝑎 ≡  𝑏 (𝑚𝑜𝑑 𝑛) 
 

is equivalent to the following statements: 

 

“a is congruent to b in modulo n” 

“a and b have the same remainder when divided by n” 

 

a (mod n) = b (mod n) 

 

Examples: 

−8 ≡  7 (𝑚𝑜𝑑 5) 
-8 (mod 5) = 2 

7(mod 5) = 2 

 

 

−231,528,752 ≡  1,228,413 (𝑚𝑜𝑑 5) 

-231,528,752 (mod 5) = 3 

1,228,413 (mod 5) = 3 

 

We will be using the following style of modulo reductions quite a bit.  Please understand the 

logic of the following: 

in the special case of:  

if c < n, then for any positive integer k,  

kn + c (mod n) =  

kn (mod n) + c (mod n) = 

0 + c (mod n) 

= c 

 

Note: in modular arithmetic, kn + b (mod n) is the same as writing (kn + b) (mod n) the (mod n) 

is assumes to apply to the entire expression and does not need to be grouped 
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Algorithms, Computer Programs, Solvers 

 
Purpose:  In cybersecurity, we need to understand the difference between an algorithm, a 
computer program, and a solver. 
 
Algorithm – unambiguous specification of how to solve a class of problems.  Not specific to any 
computer programming language. 
 
Computer Program – specific code written in a computer programming language (or languages) 
and compiled on a computer to implement an algorithm 
 
Solver – a computer program to solve a specific mathematical problem.   
Examples:  A solver to find the roots to a quadratic equation if they exist 
  A solver to find the inverse of a matrix 
  A solver to find the quadratic residues in modulo prime if they exist 
  A solver to find the solution to a system of linear equations 
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Analysis of Algorithms 

 
Purpose:  In cybersecurity, we need to understand how to analyze algorithms to help us 
understand computational intractability.  We will need to be able to do formal proofs that 
demonstrate computational complexity of an algorithm to understand how strong the 
algorithm is. 
 
Analysis of Algorithms – determining the computational complexity of an algorithms 
 
Computational Complexity – classifying algorithms according to their inherent difficulty 
expressed in the Big O Notation (possibly additionally in the Big Theta Notation, and/or the Big 
Omega Notation). 
 

Big O Notation – “order” - growth rate – as the size of data grows how does it affect the run 

time of the algorithm – an upper bound – worst case 

 

𝑂(1) Constant Takes the same amount of time regardless of the 
number of records 
 

𝑂(𝑛) Linear If 100 records takes 1 minute  
then 200 records takes 2 minutes 
 

𝑂(𝑛2) Quadratic 
(exponential) 

If 100 records takes 1 minute  
then 200 records takes 4 minutes 
 

𝑂(𝑛𝑥) Polynomial 
(exponential) 

If 100 records takes 1 minute  
then 200 records takes 2𝑥  minutes 
 

𝑂(log 𝑛) 
 
means base 2: 

O(log2 𝑛) 
 

Logarithmic 
(inverse of  

powers of 2) 

If 100 records takes 1 minute, 
then 200 records takes 1 minute and 9 seconds 
(worse than linear, but much better than 
exponential) 
 

 

 

Similar Notations: 

 

Big Theta Notation – similar to Big O Notation, but sets both a lower and upper bound, 

shows both the best and worst case. 

 

Big Omega Notation – similar to Big O Notation, but the lower bound, shows the best 

case. 
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Examples of Analysis of Algorithms  

 

𝑂(1) 

 

Given an array x of size n (zero based with n > 5): 
  y = (x[1] * 5) + ((x[4] – 12) * 6) 

  

𝑂(𝑛) 

 
for i in 1 to n do 

  calculations  

  

𝑂(𝑛2) 
 

for i in 1 to n do 

 for j in 1 to n do 

   calculations  

 

 

𝑂(𝑛3) 

 
for i in 1 to n do 

 for j in 1 to n do 

  for k in 1 to n do 

    calculations 

 

𝑂(log 𝑛) 

 

Given an array x of size n sorted in order. 

We can perform a binary search. 

Each iteration cuts our search space in half: n/2, n/4, n/8, n/16, n/32, etc. 

This is the inverse of powers of 2, so it a log base 2.  

 

(Remember in theoretical computer science, since so much is based on powers 

of 2 and its logarithmic inverse, we assume log means log base 2.) 


